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Abstract

The team's research focuses on wearable devices developed
by Apple and Garmin, specifically their smart watches.
These watches collect different types of data that give in-
sights to users about their physical health and lifestyle.
Many users are unaware that other parties are given access
to the data and whether the companies are following secu-
rity and privacy practices. To address the research question,
the team's approach used a mixture of analysis of company
policies combined with user surveys. As a starting point,
the team surveyed a representative sample of wearable us-
ers to ascertain their knowledge of data collection methods,
perceived security risks, and trust in their devices' privacy
safeguards. From the results of this survey, the team was
able to conclude that most users' expectations of companies
do not align with the statements in the privacy policies. In
this paper, the team will discuss their motivation behind the
research question, limitations of the research, as well as fu-
ture work to improve this research.

1. Introduction

Wearable devices like smartwatches and fitness trackers
capture highly sensitive health data such as heart rate, sleep
patterns, and GPS locations that expose deeply intimate de-
tails of users’ lives. Unlike healthcare providers, wearable
companies are exempted from HIPAA rules, hence a regula-
tion gap that subjects users’ data to uncontrolled collection,
sharing, or exploitation. The data, for example, would be
sold to third parties used in predictive modeling without us-
ers” knowledge or consent, or leaked in security breaches.
Knowledge of the gap between users’ perception of compa-
nies’ use of their data and companies’ actual use is funda-
mental to advocating for more strict requirements of privacy,
raising public awareness, and making manufacturers respon-
sible for ethical use of their data.

By comparing perceived expectation to documented com-
pany behavior, the team aimed to ascertain areas of disso-
nance between expectation and reality—such as misperceiv-
ing data-sharing methods or overestimating protections of
regulation. This approach was beneficial in a number of
ways. By triangulating qualitative observations of users with
quantitative analysis of policy, the team restricted the poten-
tial for a single-method study to be skewed towards a partic-
ular point of view, offering a more balanced picture. Analyz-
ing highly used brands meant that the team's findings were
actionable for policymakers and users, and participant re-
cruitment across a range of groups (athletes, occasional

users, technical groups) increased the results' generalizabil-
ity. The transparency of the team's methods—working with
publicly accessible policies and anonymized survey re-
sults—was also amenable to reproducibility and accounta-
bility, in keeping with the project's ethical goals. Overall,
this work sought to allow users to be informed decision mak-
ers around their data and to push companies towards more
transparent, more ethical methods of handling privacy in a
sector in which innovation often precedes regulation.

2. Motivation

As the team mentioned earlier, most of the data from wear-
able devices do not fall under HIPAA protection, unless ac-
cessing Protected Health Information. HIPAA (Health In-
surance Portability and Accountability Act) “establishes
federal standards protecting sensitive health information
from disclosure without patient’s consent” [1]. Because
Apple and Garmin are manufacturers and app developers of
these smart watches, they must comply with HIPAA to en-
sure data security/privacy with health information [2].
Looking through Apple and Garmin’s privacy policy, there
is no mention of HIPAA. This is an example of when Gar-
min users’ data should be regulated by HIPAA: “We may
also transfer your personal data to an affiliate, a subsidiary,
or a third party in the event of any reorganization, merger,
sale, joint venture, assignment, transfer, or other disposition
of all or any portion of our business” [3]. Personal data in-
cludes health data as well aside from location, name, email
address, etc.
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companies follow for data collection/storage. In Figure 1, it
shows the path taken from a user and cloud perspective.
The two ways data is collected are through API and SDKs.
With an API, the data can be pulled periodically and shared
with multiple parties without the user’s knowledge. SDKs
use the apps to collect data in real-time directly from the
device, often without a way to stop it. The data is then
stored in the cloud, and can also be sent back to the device.

2.1. Related Work

The team looked at multiple articles of similar research that
has been done on this topic. Another point of motivation was
to see if there is a correlation between age and awareness of
security and privacy. One article that was important to the
research was "Analysis of Security and Privacy Issues in
Wearables for Minors". This study investigates the security
and privacy vulnerabilities in wearable devices targeted at
minors, a demographic particularly sensitive to data protec-
tion issues. The authors stress the urgent need for stricter
regulations to ensure wearable manufacturers implement ro-
bust privacy and security safeguards, especially when prod-
ucts are intended for vulnerable populations like minors
[16]. The team's project built on and differed from the work
of Fuster et al. by shifting focus from technical diagnostics
to user perception and regulatory awareness. While their
study provided a rigorous analysis of vulnerabilities in wear-
ables, particularly those marketed to minors, the team's pro-
ject investigated whether users were aware of such vulnera-
bilities and how this awareness (or lack thereof) shaped their
behavior.

Another article that further emphasized the team's point of
transparency was "Wearable Devices in Healthcare: Privacy
and Information Security Issues". This article illustrates key
weaknesses in both security controls and privacy protocols
of existing wearables. Cilliers found that manufacturers used
subpar methods of encryption, sometimes sending infor-
mation in plaintext, leaving it vulnerable to being intercepted
by ill-intentioned parties [17]. Data-retention policies were
unclear or completely absent, so it was unclear how long us-
ers' information stayed on servers or how long it may be
stored. Perhaps worst of all was the transparency of the prac-
tice of sharing: users were not informed clearly if and how
their information was shared with third parties, for purposes
of analysis, promotion, or other stated purposes. In contrast
to Cilliers' expansive security framework, the team linked
these concerns back to user trust, albeit on the question of
whether users were aware of such risks and how companies
were able to manipulate such ignorance to drive behavior.

3. Methods
3.1. Data Collection

For this study, the team recruited wearable device users to
assess their awareness of data security in wearable technol-
ogy. Since wearable devices, such as smartwatches and fit-
ness trackers, are not required to be covered under HIPAA
regulations, there was a gap in understanding how personal
health data is protected. Participants were recruited from
university athletic programs and fitness communities. Par-
ticipants completed a survey designed to assess their under-
standing of wearable security and privacy. They were asked
about their perceptions of what health and activity data are
collected, such as EKG readings, heart rate monitoring, and
GPS tracking. For data collection and analysis, the team used
Google Forms for surveys, along with Python libraries and
Excel to structure and process collected data.

To ensure the validity of the study, internally, all participants
received the same survey and instructions to maintain con-
sistency. Externally, the team recruited a diverse sample
across different wearable brands and user demographics to
ensure the findings were generalizable. The validity was re-
inforced by cross-referencing participant responses with
published scholarly articles and official company privacy
policies to curate an accurate comparison between user ex-
pectations and actual data security practices.

3.2. Data Analysis

Because the team's data came from the various wearable
companies and surveys the team conducted, most of the
data was qualitative. When researching the wearable com-
panies, the team's goal was to analyze their privacy poli-
cies, data/user permissions, privacy rights, etc. Some im-
portant things the team paid attention to and considered
when performing the initial research of these companies
was to take note of what data they collected, if they were
sharing the data with others and who, and how users could
protect their data. With the survey, the team asked partici-
pants questions to gauge their opinions and awareness
about security and privacy related to their wearables. Ap-
pendix A has the questions and answer choices the team
asked in the survey.

3.3. Qualitative Analysis of Open-Ended Responses

For the open-ended survey questions (7, 8, 11, and 12), the
team employed thematic analysis to identify recurring pat-
terns in user responses. Responses were first coded by iden-
tifying key concepts, then grouped into emerging themes.
This qualitative approach allowed the team to capture nu-
ances in user perceptions that would not be apparent from
quantitative data alone.

For example, when asked what they believed privacy poli-
cies entailed (question 8), responses typically fell into three
categories: those expressing certainty (though often incor-
rect) about protection, those expressing



confusion/uncertainty, and those expressing cynicism about
corporate data practices. The cynicism theme was particu-
larly prevalent among older respondents (24+), suggesting
age-related differences in trust toward technology compa-
nies.

3.4. Analysis Methods for Quantitative Data
For the quantitative survey data, the team primarily utilized

descriptive statistics to analyze response patterns. This in-
cluded:

1. Frequency distributions to identify the most com-
mon responses across different categories

2. Cross-tabulation to examine relationships between
variables (e.g., age group and comfort with third-
party data sharing)

3. Graphical representations through bar charts to
visualize response patterns across different demo-
graphic groups

The descriptive statistics provided valuable insights into
general trends and patterns within the sample population.
The breakdown of responses by age groups (17-19, 20-23,
and 24+) and by device brand (Apple, Garmin, Other) al-
lowed the team to identify potential patterns in how differ-
ent demographic groups perceived and understood weara-
ble data privacy.

From these survey results, the team could see different per-
spectives and how much people showed importance to se-
curity and privacy regarding their medical data. The team
could also observe trends and what their expectations were
of these companies. This survey helped the team be able to
generalize results, with participants from different age
groups and education levels.

4. Results

The total number of responses of the survey the team re-
ceived was 43. The team focused on comparing the results
by age groups, 17-19, 20-23, 24+, to generalize easily. Be-
low, are the results of the survey questions by age:
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Figure 2: Overall age distribution from survey responses

Different Age Groups and their

o Wearable Devices

L2 15

2

- 10 I

o«

o

g l [ | l m-

§ 17-19 20-23 24+
Age Groups

B Apple B Garmin ® Other

Figure 3: Distribution of watch brands between age groups

The next graphs convey the different perspectives of third
parties between the different age groups.
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Figure 4: Responses to this question, how do you feel about
third parties potentially accessing your wearable data, that
were of the ages 17-19
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Figure 5: Responses to this question, how do you feel about
third parties potentially accessing your wearable data, that
were of the ages 20-23
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Figure 6. Responses to this question, how do you feel about
third parties potentially accessing your wearable data, that
were of the ages 24 and up



The next graphs show the responses of all participants with
questions related to data collection and the company privacy
policy, based on wearable device company.

How aware are you of the data collected?

15
10
S | L. 1.
Not atall  Slightly Somewhat Moderately Extremely
aware aware aware aware aware

Figure 7: Responses of total participants by brand for the ques-
tion, how aware are you of the data collected?
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Figure 8: Responses of total participants by brand for the ques-
tion, how concerned are you with the data being collected?

How familiar are you with the company's
privacy policy?
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Figure 9: Responses of total participants by brand for the ques-
tion, how familiar are you with the company’s privacy policy?

The final graph depicts the percentage of participants that are
comfortable sharing data.
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Figure 10: Responses of total participants for the question, what
reasons would you be comfortable sharing your data?

5. Discussion

Based on the team's survey results, there is a clear disconnect
between users' expectations of privacy and the actual prac-
tices of wearable companies. The data reveals several key
findings worth discussing:

Many wearable users across all age groups express concern
about third parties accessing their data, with 42% of younger
users (17-19) and 42% of college-aged users (20-23) report-
ing being "uncomfortable" with third-party access. Among
older users (24+), 29% "strongly oppose" such sharing, indi-
cating potentially greater privacy awareness with age.

The team's findings indicate that despite companies like Ap-
ple and Garmin collecting sensitive health data including
heart rate, sleep patterns, and GPS locations, users generally
have limited awareness of how this data is processed. This is
particularly concerning given that these wearable companies
are not required to comply with HIPAA regulations that
would otherwise protect such health information.

The complexity of privacy policies appears to be a signifi-
cant barrier to user understanding. As shown in Figure 9, the
vast majority of participants across all brands reported being
"not at all familiar" or only "slightly familiar" with their de-
vice's privacy policy. This indicates that the current ap-
proach to transparency through lengthy, legally complex pri-
vacy notices is failing to effectively inform users.
Regarding data collection awareness, the team observed var-
ying levels across different device brands. Apple users pre-
dominantly reported being "somewhat aware" of data collec-
tion practices, while Garmin users displayed a more distrib-
uted range of awareness levels. This suggests different
companies may have varying approaches to communicating
their data collection practices.

Additionally, the team's analysis of company privacy poli-
cies revealed concerning practices, such as Garmin's disclo-
sure that they "may transfer personal data to an affiliate, a
subsidiary, or a third party in the event of any reorganization,
merger, sale, joint venture, assignment, transfer, or other dis-
position" of their business. This broad language essentially
permits sharing of health data with minimal restrictions, yet
most users remain unaware of these provisions.

The qualitative responses from the open-ended questions
(questions 7, 8, 11, and 12) further reinforced these findings.
When asked what they believe their devices collect, many



users identified obvious metrics like heart rate and step
count, but fewer mentioned the more sensitive data being
gathered such as sleep patterns, GPS location history, or
menstrual cycle tracking. This suggests a gap in understand-
ing the breadth and depth of data collection.

Most concerning was the disparity between users' expecta-
tions of data protection and the regulatory reality. Many re-
spondents expressed an assumption that health data from
their wearable would be protected similarly to medical rec-
ords, unaware that most wearable data falls outside HIPAA
protections. This regulatory gap leaves sensitive health in-
formation vulnerable to sharing, analysis, and potential ex-
ploitation without robust oversight.

The implications of these findings are significant both for
consumer awareness and potential regulatory reform. As
wearables become increasingly integrated into healthcare
ecosystems through features like atrial fibrillation detection
and blood oxygen monitoring, the line between consumer
product and medical device continues to blur, yet the regu-
latory framework has not evolved accordingly.

6. Limitations

The team's relatively small sample population of about forty
participants compromised the statistical power and general-
izability of the results, since low sample numbers can lower
the scientific and ethical standards of the conclusions de-
rived from research findings [4][5]. The use of self-reported
survey data also inserted potential inaccuracies because of
social desirability and recall bias to the data, where subjects
could exaggerate familiarity with or concern for practices re-
lated to privacy information [6]. The cross-sectional survey
approach only examined user attitudes at a snapshot in time
and did not permit determination of how awareness or com-
pany policies change and could not determine causal effects
between variables since it did not analyze the data at several
moments in time [7]. The choice to consider only Apple and
Garmin devices narrowed the range of data examined. Still,
wider surveys of hundreds of manufacturers demonstrated
much greater heterogeneity of practices about which the
team's two-company approach could not inform [8]. Lastly,
the qualitative review of policies did not feature formal read-
ability or linguistics analyses; previous work indicates that
the majority of health-related privacy policies are at least at
the twelfth-grade level, beyond the understanding of many
users and probably lessening policy familiarity [9]. Con-
sumer-grade wearable sensors were also subject to quantita-
tively measurable errors—sleep-stage errors greater than 20
percent and heart-rate discrepancies under some condi-
tions—that could mask user views of device dependability
and subsequent effects on privacy [10].

7. Future Work

Future studies should engage a much larger and demograph-
ically representative cohort, informed by careful sample-size
calculations to achieve adequate power and external validity
[11]. Using longitudinal or mixed-design studies—follow-
ing surveys with follow-up interviews or focus groups—
would track the dynamic of increasing awareness of one's
privacy and permit causal exploration of factors leading to
user trust [12]. Broadening studies to span through a larger
range of wearable brands and device types would give an
improved picture of industry-wide practices, as shown in
analyses across thousands of smart-device policies [8]. Ex-
perimental evaluation of in-app summaries of privacy, inter-
active consent modules, or notice layering is essential to find
which interventions do best to increase user understanding,
leveraging lessons from eye-tracking experiments on weara-
bility of privacy-policy reading on wearables [13]. Lastly,
comparative studies of regulatory models—like GDPR's
plain-language obligations and possible enlargements of
HIPAA's covered entities—could help inform policy re-
forms to fill existing disparities in consumer health-data pro-
tections [14][15].

8. Conclusion

The team's mixed-methods investigation disclosed an evi-
dent dissonance between data collection as perceived by
wearable users and the actual practices of manufacturers re-
garding data privacy. While Apple and Garmin employed
opt-in frameworks for data sharing and intensive encryption
protocols, the complexity and length of their privacy notices
undermined user understanding and impaired informed con-
sent [3][9]. The prevailing regime, which barred most con-
sumer-purchased wearables from HIPAA protection, put
valuable health data at the mercy of the market and high-
lighted the necessity for extended legislative coverage [2].
Through the intersection of qualitative user insights with
quantitative policy analysis, the present work mapped out
actionable avenues—Ilike user-centered consent Uls and im-
proved plain-language notice—to advance transparency,
build consumer trust, and inform the evolution of wearables'
privacy regulation [14].
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Appendix A
1.  What is your age?
2. What best describes your current status?
3. What is your major/educational background?
4. What brand of wearable device do you use?
a. Apple
b. Samsung
c. Garmin
d. Other

5. On a scale of 1-5, how aware are you of the data
collected by your device?

a. 1-Not at all aware
2- Slightly aware

3- Somewhat aware
4- Moderately aware

o a0 o

5- Extremely aware
6. On a scale of 1-5, how familiar are you with your
wearable company’s privacy policy?
a. 1- Not at all familiar

b. 2- Slightly familiar

c. 3- Somewhat familiar
d. 4- Moderately familiar
e. 5- Extremely familiar
7. Can you describe the types of data you believe
your wearable device collects about you?
8.  What do you think wearable device privacy poli-
cies means for how your data is used?
9. On ascale of 1-5, how concerned are you with the
data collected by your device?
a. 1-Not at all concerned
2- Slightly concerned
3- Somewhat concerned
4- Moderately concerned

o po o

. 5- Extremely concerned
10. How do you feel about third parties (e.g., advertis-
ers, insurers, researchers) potentially accessing
your wearable data?
a. I'm fine with it
b. I’'m ok if I’'m asked first
c. I’'m uncomfortable with it
d. I strongly oppose it
11. For what types of insights would you be willing to
share more data?
12. Imagine your data is being shared with a third
party. What would you want to know?
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